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A SHORTENED STATUTORY PERIOD FOR REPLY IS SET TO EXPIRE 3 MONTH(S) FROM 
THE MAILING DATE OF THIS COMMUNICATION. 

- Extensions of time may be available under the provisions of 37 CFR 1.136(a). In no event, however, nnay a reply be timely filed 
after SIX (6) MONTHS from the mailing date of this communication. 
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earned patent term adjustment. See 37 CFR 1.704(b). 

Status 

1)1^ Responsive to connmunication(s) filed on 19 December 2001 . 
2a)D This action is FINAL. 2b)S This action is non-final. 

3) 0 Since this application is in condition for allowance except for fomial matters, prosecution as to the merits is 

closed in accordance with the practice under Ex parte Quayle, 1935 CD. 1 1 , 453 O.G. 213. 
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4) S Claim(s) 1-20 is/are pending in the application. 

4a) Of the above claim(s) is/are withdrawn from consideration. 

5) n Claim(s) is/are allowed. 

6) 13 Claim(s) 1-4 and 16-20 is/are rejected. 

7) 13 Claim(s) 5-15 is/are objected to. 

8) n Claim(s) are subject to restriction and/or election requirement. 

Application Papers 

9) 0 The specification is objected to by the Examiner. 

10)0 The drawing(s) filed on is/are: a)\Z\ accepted or b)n objected to by the Examiner, 

Applicant may not request that any objection to the drawing(s) be held in abeyance. See 37 CFR 1.85(a). 
Replacement drawing sheet(s) including the correction is required if the drawing(s) is objected to. See 37 CFR 1.121(d). 
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DETAILED ACTION 

1. Claims 1-19 have been examined. 

Priority 

2. Receipt is acknowledged of papers submitted under 35 U.S.C. 1 19 (a)-(d), which papers 
have been placed of record in the file. 

Specification 

3. The disclosure is objected because of the following informalities: 

• On page 13, lines 15-18, the following mathematical expression is recited 
S = C[0]*C[l]**C[511]modN 

= (y^(x[0]*4'^511))*(y^(x[0]*4"510))*..*(yx[Ol)modN 
= y "(x[0]*4^511+x[ 1 ]*4"510+... + x[511 ])modN 
= y '^x mod N 

It has to be corrected as the follows, otherwise the mathematical 
expression/equation of the two expression would not be equal and valid. 
S = C[0]*C[1]**C[511] mod N 

= ( y X [ 0 ] * 4 "51 1 ) ) * ( y " ( X [ 1 ] * 4 "510 ) ) * ( y " X [ 51 1 1 ) mod N 
-y "(x[0]*4"511 + x[ 1 ]*4"510+... + x[511 ])modN 
= y "x mod N 
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• Page 19, line 9-10, the foUowmg has been recited. ^^Hereinafter, binaiy 
representation of k is written as (k[0]k[l]....k[79]), where xU is a 2-bit block that is 
equal to one of 00, 01, 10 and 11. 

It has to be corrected as follows 

• Page 19, line 9-10, the following has been recited. ''Hereinafter, binary 
representation of k is written as (k[0]k[l]....k[79]), where k[j] is a 2-bit block that is 
equal to one of 00, 01, 10 and 11. 

• On page 23, lines 9-14, the following mathematical expression is recited 

"C[V(j)]=B[V(j)] x[V(j)] mod N (j=0, 1, 2, ... , 511), upon termination of all processing, the 
following expression 

S = C[V(0)]*C[V(l)]**C[V(511)]modN 

= (y(x^[V(0)]*4(511-V(0)))*(y^(x[V(l)]*4^(512-V( 1)))*... * 

( ( X [ V ( O ) ] * 4 " ( 511 - V ( 51 1 ) ) ) mod N 
= y'^(x[V(0)]*4'^(511-V(0))+x[V(l)]*4'^(512-V( 1 ))+... 
+ X [ V ( O ) ] * 4 " ( 5 1 1 - V ( 5 1 1 ) ) mod N'* 

The above mathematical expression has to be corrected as the follows, otherwise the 
mathematical expression/ equation of the two expression would not be equal and vaUd. 

«S = C[V(0)]*C[V(1)]**C[V(511)] mod N 

= (y(^[V(0)]*4( 511 -V(0)))*(y"(x[V( 1)1*4^(512 -V( 1)))*...* 

(y^(x[V (511 ) 1*4^(511 -V( 511 ))) modN 
= y"(x[V(0)]*4'^(511 -V(0))+x[V( 1)1*4^(512- V( 1 ))+... 
+ x[V(511)]*4(511 -V(511 ))mod N'' 
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• On page 23, lines 17, the following mathematicial expression is recited, ''because 
of the nature of mapping V, since V(0), V(l), . . . , V(51 1) is an rearrangement of 
0, 1, . . . , 511, the above described exponent part x[V(0)]*4^ (511-V(G))+x[V(l)]*4'' 
(512-V(1))+ . . . +x[V(0)]*4 ^ (511-V(511)) is equal to x[0]H^ 511+x[l]*4" 510+ . . . 
+x[511].'' 

The above mathematical expression has to be corrected as follows, otherwise the 
mathematical expression/ equation of the two expression wovdd not be equal and 
valid. 

"because of the nature of mapping V, since V(0), V(l), . . . , V(51 1) is an 
rearrangement of 0, 1, . . . , 51 1, the above described exponent part x[V(0)]*4'^ 
(51 l-V(0))+x[V(l)]*4" (512-V(1))+ . . . +x[V(511)]*4 (51 1-V(51 1)) is equal to 
x[0]*4" 511+x[l]*4 510+ . . . +XI511]/ 

• On page 25, on the first line, the following mathematical expression is recited, 
"V(j)=((7*(V(j)+l) mod 81) V. 

It has to be corrected as follows, 
"V(j)=((7*(V(j)+l) mod 81) -I'*. 

• On page 26, lines 5-8, the following mathematical expression is recited, 
«S = C[V(0)] + C[V(1)] + + C[V(511)] 

= (k[V(0)]*4(79-V(0))P + (k[V(l)l*4"(512-V(l))P +... + ( k [ 
V(0)]*4"(511-V(511))P 

= (k[V(0)]*4(79-V(0)) + k(V(l)]*4(79-V(l)) + + k[V(0)]*4( 
79 - V ( 79 ) ) ) P 

The above mathematical expression has to be corrected as follows, otherwise the 
mathematical expression/equation of the two expression would not be equal and 
valid. 
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«S = C[V(0)] + C[V(1)] + + C[V(511)] 

= (k[V(0)]*4(79-V{0))P + (k[V(l)J*4^(79-V(l))P +... + ( k [ 
V ( 79 ) ] * 4 " ( 79 - V ( 79 ) ) P 

= (k[V(0)J*4"(79-V(0))+k[V(l)]*4"(79-V(l)) + + k[V(0)]* 
4^ ( 79 . V ( 79 ) ) ) P" 

• On page 26, lines 1 1, the following mathematical expression is recited, 

k[V(0)]*4 (79-V(0))+k[V(l)]*4 " (79-V(l))+ . . . +k[V(0)]*4^ (79-V^ (79)) is equal to 
k[0]*4 " 79+k[l]*4 ^ 78+ . . . +k[79]. 

The above mathematical expression has to be corrected as follows, otherwise the 
mathematical expression/ equation of the two expression would not be equal and 
valid. 

k[V(0)]*4 " (79-V(0))+k[V(l)]*4 " (79-V(l))+ . . . +k[V(79)l*4" (79-V^ (79)) is equal 
to k[0]*4 79+k[l]*4 ^ 78+ . . . +k[79]. 

• On page 27, lines 3, the following mathematical expression is recited, 
(2 ml)P=(2 m)P+(-P). 

The above mathematical expression has to be corrected as foUows, otherwise the 
mathematical expression/ equation of the two expression would not be equal and 
valid. 

(2 m-l)P=(2 m)P+(-P). 



On page 27, lines 13, the following mathematical expression is recited, 
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The above mathematical expression has to be corrected as follows, otherwise the 
mathematical expression/ equation of the two expression would not be equal and 
valid. 

3=4-1 

• On page 27, lines 15, the following mathematical expression is recited, 
195P=1*((4^ 4)P)(4 ^3)P+0*((4^ 2)P)+1*4P-P. 

The above mathematical expression has to be corrected as follows, otherwise the 
mathematical expression/ equation of the two expression would not be equal and 
vaUd. 

195P=1*((4^ 4)PH4 ^3)P+0*((4" 2)P)+1*4P-R 

Applicant is required to make the appropriate correction. 

If there is other correction, that the examiner fails to point out, applicant is 
required to review the application and make the ^propriate correction. 

Claim Rejections - 35 USC §102 

4. The following is a quotation of the appropriate paragraphs of 35 U.S.C. 102 that form 
the basis for the rejections under this section made in this Office action: 
A person shall be entitled to a patent unless - 

(e) the invention was described in (1) an application for patent, published under section 
122(b), by another filed in the United States before the invention by the applicant for patent or (2) 
a patent gr2uited on an application for patent by another filed in the United States before the 
invention by the applicant for patent, except that an international application filed under the 
treaty defined in section 351(a) shsdl have the effects for purposes of this subsection of an 
application filed in the United States only if the international application designated the United 
States and was published under Article 21(2) of such treaty in the English language. 

(b) the invention was patented or described in a printed publication in this or a foreign country or 
in public use or on sale in this country, more than one year prior to the date of application for 
patent in the United States. 
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5. riftim^a U 4.16«2Q are rejected under 35 U.S.C. 102(e) as being anticipated by Ohki et 
al. (hereinafter referred to as Ohki) (U.S. Patent No. 6,408,075). 

6. ClaimR U4. 16-20 are rejected under 35 U.S.C. 102(b) as being anticipated by 
Kabushiki Kaisha. (hereinafter referred to as Kaisha) (European Patent No: EP 0981223 
A2).(PubUcation data: 02/23/2000) 

7. As per claims 1.16and 19. Ohki discloses the method/ apparatus/ or a software 
product for countering unauthorized decryption comprises a step of scrambling at least one 
correlation between a data decryption processing in a hardware and at least one respective 
hardware operational phenomenon by randomly changing at least one arithmetic operation 
order in the data decryption processing, [column 2, lines 38-48; coluimi 3, lines 1-19; column 
3, line 62-column 4, linel3;coluimi 8, line 60-67; abstract; coluimi 7, lines 12-14; column 13, 
lines 15-21] (As explained on column 13, lines 15-21, for example, the following is recited. In 
this embodiment, the order of data processes is randomized, a dummy process is added, and 
the normal data and bit inverted data are used. It is therefore possible to make it difScult to 
presume the dependency of current consumed by the IC card chip upon data process and to 
presume the cipher key/ decryption key by measuring the wave shape of the consumption 
current and this meets the limitation of the claims) 

8. As per cln <«ng 1'4i1ft'2ft > Kaisha discloses the method/ apparatus/ or a software 
product for coimtering unauthorized decrj^tion comprises a step of scrambling at least one 
correlation between a data decryption processing in a hardware and at least one respective 
hardware operational phenomenon by randoroly changing at least one arithmetic operation 
order in the data decryption processing. [column 1, ref. Num ''0008'', ref. Num ''OOOQ" and 
abstract.] 
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9. As per claim 2 >17 and 20 Ohki discloses the method/ apparatus/ or a software product as 
applied to claim I above. Furthermore, Ohki discloses the method wherein the hardware 
operational phenomenon is power consimmiated by the hardware to execute the data 
decryption processing. [abstract; column 7, lines 12-14; colimm 13, lines 15-21] (As explained 
on column 13, lines 15-21, for example, the following is recited. In this embodiment, the order 
of data processes is randomized, a dummy process is added, and the normal data and bit 
inverted data are used. It is therefore possible to make it difficult to presume the dependency 
of current consumed by the IC card chip upon data process and to presume the cipher 
key/decrjrption key by measuring the wave shape of the consumption current and this 
meets the limitation of the claims) 

10. As per cl^ ^yf^ ? f^*^ d 18 Ohki discloses the method/ apparatus/ or a software product as 
applied to claim 1 above. Furthermore, Ohki discloses the method wherein the hardware is a IC 
card, a PDA, or a cellular phone. [Abstract] (The data process order is randomly exchange and 
this wQl reduce the dependency of consumption current of an IC chip upon the data process.) 

11. As per claim 4. Ohki discloses the method/ apparatus/ or a software product as 
applied to claim 1 above. Furthermore, Ohki discloses the method wherein the data decryption 
processing is executed to decrypt data encrypted by a RSA encryption processing or an elliptic 
encryption processing. [Colimm 13, lines 22-27; colimm 14, lines 63-66] 

Allow€ible Subject Matter 



12. Claims 5-15 objected to as being dependent upon a rejected base claim, but would be 
allowable if rewritten in independent form including all of the limitations of the base claim and 
any intervening claims. 



Application/Control Number: 10/021/042 
Art Unit: 2132 



Page 9 



Conclusion 



13. The prior art made of record and not relied upon is considered pertinent to applicant's 
disclosure.(See PTO-Form 892). 
Any inquiiy concerning this commimication or earlier communications from the examiner 
should be directed to Samson B Lemma whose telephone number is 571-272-3806. The 
examiner can normally be reached on Monday-Friday (8:00 am — 4: 30 pm). 

If attempts to reach the examiner by telephone are unsuccessfid^ the examiner's 
supervisor, BARRON JR GILBERTO can be reached on 571-272-3799. The fax phone 
number for the organization where this application or proceeding is assigned is 703-872- 



Information regarding the status of an application may be obtained from the Patent 
Application Information Retrieval (PAIR) system. Status information for published 
applications may be obtained from either Private PAIR or Public PAIR. Status information 
for impublished applications is available through Private PAIR only. For more information 
about the PAIR system, see http://pair-direct.uspto.gov. Should you have questions on 
access to the Private PAIR system, contact the Electronic Business Center (EBC) at 866- 
217-9197 (toll-free). 
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